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(54) TERMINAL DEVICE FOR INFORMATION EQUIPMENT 
(57)Abstract: 

PURPOSE; To improve the security in an information equipment 
network consisting of plural information equipments by occasionally 
and automatically changing the password data when the log-in 
procedure is automated to confirm the legitinary of users. 
CONSTITUTION: The data are added to the host information data 
for decision of the password changing timing (19), and these data 
are checked every time an automatic log- In operation is performed 
based on the procedure data (15, 16). When the changing of a 
password is decided, the password of the host side Is changed 
based on the procedure data (17). At the same time, the password 
of the terminal side is also changed (18). As the passwords are 
occasionally changed at the terminal side, the security. Is improved 
for a terminal device. Furthermore the handling performance of the 
terminal equipment is also improved since the host information data 
are also automatically changed. 
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Pertinent Description ([ 0012 ]-[ 0021 ] ) 
[0012] 

Fig. 1 is a schematic flowchart of login processing which 
includes automatic password changing processing, in accordance with 
the present invention. 

[0013] 

First, automatic dialing processing (12) is performed to 
connect to a host. This is executed only in a case of a network 
constructed with a circuit switcher, and if this processing is not 
necessary, it is skipped (11) . In this case, instructions are given 
not to set a telephone number included in host information data 
(19), etc. 

[0014] 
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Next, a judgment is made as to whether automatic login 
processing is necessary or not (13) . If necessary, then the automatic 
login processing is performed (14). Whether the automatic login 
processing is necessary or not is distinguished by whether or not 
an automatic login sequence has been configured, 

[0015] 

A user ID and a password serving as host information ID are 
used in the automatic login processing. This processing sequence 
is as shown in Fig. 5. 

[0016] 

When the login has been performed without problems, data 
indicating a number of login times which is included in the host 
information data is updated (i.e., the number of login times is 
increased by 1 and data in a storage device is rewritten) (15). 
Whether or not the login has been performed without problems can 
be distinguished by a message from the host after the user ID/password 
have been inputted. 

[0017] 

If the password is to be updated every 10 times that the login 
is performed, then when the number of login times reaches 10, the 
processing splits off to password alteration processing (16). 
Alternatively, there is also a method of performing the judgment 
based on a remainder after dividing by 10 . The number of times after 
which the password is to be changed may be fixed in the system. 
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or it may also be recorded in the host information data as a value 
set by the user. 
[0018] 

In the password alteration processing, the password in the 
host information data is used to alter the password on the host 
side according to the sequence shown in Fig . 7 ( 17 ) . The new password 
can be generated using a random number generation device which is 
not shown in the diagram. 

[0019] 

When the password has been changed without problems, the 
password in the host information data is rewritten with the new 
password data (18). 

[0020] 

Fig. 8 depicts processing (17) and (18) in detail. The new 
password data (89) is held from the time of generation until storage 
in the host information data. 

[0021] 

According to this embodiment , every time the login is performed 
a given number of times , the password data are simultaneously updated 
on the host side and on the terminal side, and the new password 
becomes difficult to steal because it is generated by random numbers . 
This has a significant effect for improving security, and also 
improves ease of use. 



